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WHAT THE AUDIT REVIEWED 

On September 28, 2018, the Department of 
Defense (DOD) awarded a $4,274,657 cost-plus
fixed-fee and cost-reimbursable contract to Ideal 
Innovations Inc. (Ideal Innovations) to support the 

Afghanistan Automated Biometric Identification 
System Maintenance. Operations, and 
Sustainment Support Services. The contract's 
purpose was to support the Afghan national 
biometrics program and provide biometrics 
training, systems administration. and coordination 
between Resolute Support and Afghan ministries_ 
DOD modified the contract 12 times. increasing 

the total funding to $13,136.777. The period of 
performance was not extended. 

SIGAR's financial audit. performed by Conrad LLP 
(Conrad). reviewed $11,411.785 in costs charged 

to the contract f rom September 30, 2018, 
through September 29. 2021. The objectives of 
the audit were to (1 ) identify and report on 
material weaknesses or significant deficiencies in 
Ideal Innovations· internal controls related to the 
award; (2) identify and report on instances of 
material noncompliance with t he terms of the 
contract and applicable laws and regulations. 
including any potential fraud or abuse: 
(3) determine and report on whether Ideal 

Innovations has taken corrective action on prior 
findings and recommendations; and (4) express 

an opinion on the fair presentation of Ideal 
Innovations· Special Purpose Financial Statement 
(SPFS). see Conrad's report for the precise audit 
objectives. 

In contracting with an independent audit firm and 
drawing from the results of the audit , audit ing 
standards require SIGAR to review the work 
performed. Accordingly, SIGAR oversaw the audit 
and reviewed its results. Our review disclosed no 
instances wherein Conrad did not comply, in all 
material respects. with generally accepted 
government auditing standards issued by the 

Comptroller General of the United States. 
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Department of Defense's Afghanistan Automated Biometric 
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WHAT SIGAR FOUND 

Conrad ident ified four significant deficiencies in Ideal Innovat ions· 

internal controls and four instances of noncompliance with the terms 
of the cont ract. For example, Conrad found that Ideal Innovations did 
not bil l for rate adjustments using the final rates within the t imeframe 
required by the Federal Acquisition Regulation (FAR). Furthermore. 

Conrad found that Ideal Innovations charged business class airfares 
to the contract without written approval f rom the funding agency and 

did not provide any supporting documentation to show that tile 
economy class options were unavailable at the time of bOOking_ In 
add ition. Ideal Innovations did not follow FAR procurement 
requirements for reasonableness checks for 12 cost transactions. 
SIGAR notified Ideal Innovations of the deficiencies and compliance 
issues prior to publicat ion of this report. 

Because of the deficiencies in internal controls and t he instances of 
noncompliance. Conrad ident ified $42,850 in total questioned costs. 
The quest ioned costs consisted of $2,898 in unsupported costs
costs not supported wit h adequate documentation or that did not 
have required prior approval. and $39,952 in ineligible costs-costs 
prohibited by the contract and applicable laws and regulations. 

Total 
category Ineligible UnsuppQrted Questioned 

COsts 

Labor and non-Labor $39,952 $2,898 $42,850 

Total Costs $39,952 $2,898 $42,850 

Conrad identified three prior audit findings pertaining to the contract 

activities under this audit. Conrad concluded that t he reports did not 
have any f indings that could have a material effect on the SPFS or 
other f inancial data significant to the audit objectives. 

Conrad issued an unmodified opinion on Ideal Innovations· SPFS. 
not ing that it presents fairly, in all material respects. revenues 

received and costs incurred for the period audited. 

WHAT SIGAR RECOMMENDS 

Based on the results of the audit. SIGAR recommends that the 
responsible contract ing officer at DOD: 

1. Determine the allowability of and recover. as appropriate. 
$42,850 in questioned costs identified in the repQrt. 

2. Advise Ideal Innovations to address the repQrt's four internal 
control findings_ 

3. Advise Ideal Innovations to address the repQrt's four 
noncompliance findings. 

For more information, contact SIGAR Public Affairs at (703) 545-5974 or sigar.pentagon.ccr.mbx.public-affairs@mail.mil. 



 

 

November 26, 2024 

 
The Honorable Lloyd J. Austin III 
Secretary of Defense  
 
The Honorable Carlos Del Toro 
Secretary of the Navy 
 
 
We contracted with Conrad LLP (Conrad) to audit the costs incurred by Ideal Innovations Inc. (Ideal Innovations) 
under a cost-plus-fixed-fee and cost-reimbursable contract awarded by the Department of Defense (DOD) to 
support the Afghanistan Automated Biometric Identification System Maintenance, Operations, and Sustainment 
Support Services.1 The contract’s purpose was to support the Afghan national biometrics program and provide 
biometrics training, systems administration, and coordination between Resolute Support and Afghan ministries. 
Conrad reviewed $11,411,785 in costs charged to the contract from September 30, 2018, through September 
29, 2021. Our contract with Conrad required that the audit be performed in accordance with generally accepted 
government auditing standards issued by the Comptroller General of the United States.  

Based on the results of the audit, SIGAR recommends that the contracting officer at DOD:  

1. Determine the allowability of and recover, as appropriate, $42,850 in questioned costs identified in 
the report.  

2. Advise Ideal Innovations to address the report’s four internal control findings. 

3. Advise Ideal Innovations to address the report’s four noncompliance findings.  

Conrad discusses the results of the audit in detail in the attached report. We reviewed Conrad’s report and 
related documentation. We also inquired about Conrad’s conclusions in the report and the firm’s compliance with 
applicable standards. Our review, as differentiated from an audit of the financial statements in accordance with 
U.S. generally accepted government auditing standards, was not intended to enable us to express, and we do not 
express, an opinion on Ideal Innovations’ Special Purpose Financial Statements, or conclusions about the 
effectiveness of internal control over financial reporting or on compliance with laws and other matters. Conrad is 
responsible for the attached auditor’s report, dated October 21, 2024, and the conclusions expressed therein. 
However, our review disclosed no instances in which Conrad did not comply, in all material respects, with U.S. 
generally accepted government auditing standards issued by the Comptroller General of the United States. 

Please provide documentation related to corrective actions taken and/or target dates for planned completion for 
the recommendations to sigar.pentagon.audits.mbx.recommendation-followup@mail.mil, within 60 days from the 
issue date of this report. 

 

 

 

John F. Sopko 
Special Inspector General 
     for Afghanistan Reconstruction 

 

 

(F-298) 

 
1 The contract no. is N0003918C0035. 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 Ideal Innovations, Inc. 

 
Contract No. N0003918C0035  

Awarded by the Department of Defense’s Space and Naval 
Warfare Systems Command 

in support of the Afghanistan Automated Biometric Identification System Maintenance, 
Operations, and Sustainment Support Services 

 
For the Period of September 30, 2018, through September 29, 2021 

 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 

 

Table of Contents 
 

 
 

 

 Page 
  
  
Transmittal Letter 
 
Background 

 
 

1 
  
Work Performed 2 
  
Objectives, Scope, and Methodology 3 
  
Summary of Results 6 
  
Review of Prior Findings and Recommendations 7 
  
Summary of Ideal Innovations’ Responses to Findings 8 
  
Independent Auditor’s Report on the Special Purpose Financial Statement 9 
  
Special Purpose Financial Statement  12 
  
Notes to the Special Purpose Financial Statement 13 
  
Notes to Questioned Costs Presented on the Special Purpose Financial Statement 15 
  
Independent Auditor’s Report on Internal Control 17 
  
Independent Auditor’s Report on Compliance 19 
  
Schedule of Findings and Questioned Costs 21 
  
Status of Prior Audit Findings 30 
  
Appendices:  
  
   Appendix A: Ideal Innovations’ Responses to Audit Findings  
       

31 

   Appendix B: Auditor’s Rebuttal to Ideal Innovations’ Responses to Audit Findings 40 
  
  



 
 

__________________________________________________________________________________________________________________________________________________________________________________ 
 

23161 Lake Center Drive, Suite 200, Lake Forest, CA 92630   ■   T: (949) 552-7700   ■   www.conradllp.com 
 
 

October 21, 2024 
 
Board of Directors 
Ideal Innovations, Inc. 
Arlington, VA 
 
Special Inspector General for Afghanistan Reconstruction (SIGAR) 
2530 Crystal Drive 
Arlington, VA 22202 
 
Conrad LLP (Conrad or we) hereby provides to you our final report, which reflects results from the 
procedures we completed during our audit of Ideal Innovations, Inc’s Special Purpose Financial Statement  
under Contract No. N0003918C0035 awarded by the Department of Defense (DOD)’s Space and Naval 
Warfare Systems Command (NAVWAR) for the period of September 30, 2018, through September 29, 
2021, supporting the Afghanistan Automated Biometric Identification System Maintenance, Operations, and 
Sustainment Support Services. 
 
On September 4, 2024, we provided SIGAR with a draft report reflecting our audit procedures and results. 
Ideal Innovations, Inc. received a copy of the report on September 30, 2024 and provided written 
responses subsequent thereto. These responses have been considered in the formation of the final report, 
along with the written and oral feedback provided by SIGAR and Ideal Innovation, Inc.’s responses and 
our corresponding auditor analysis are incorporated into this report following our audit reports.  
 
Thank you for providing us the opportunity to work with you, and to conduct the audit of this contract. 
 
Sincerely, 
 
 
 
 
Sam Perera, CPA, CFE, CITP, CGMA 
Partner 
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Background 
 
On September 28, 2018, the Department of Defense (DOD)’s Space and Naval Warfare Systems 
Command, now known as Naval Information Warfare Systems Command (NAVWAR), awarded 
$4,274,657 for Contract No. N0003918C0035 (Contract) to Ideal Innovations, Inc. (Ideal Innovations) in 
support of the Afghanistan Automated Biometric Identification System (AABIS) Maintenance, Operations, 
and Sustainment Support Services. 
 
The purpose of the cost-plus fixed fee and cost-reimbursable contract was for AABIS Maintenance, 
Operations, and Sustainment to support the Afghan National Biometrics Program in Afghanistan. This 
support includes specialized biometrics training, systems administration of biometrics Information 
Technology (IT) systems, subsystems and peripherals, sustainment to proprietary and non-proprietary 
software that these systems utilize; extensive coordination and cooperation with International Security 
Assistance Force (ISAF), Resolute Support (RS), and Afghan Ministries; and continued transition of the 
long term enduring capability back to Government of Islamic Republic of Afghanistan (GIRoA) coincident 
with the drawing down of U.S./Coalition Forces from Afghanistan. The contractor shall provide 
maintenance, sustainment, and training to Afghan Government personnel to include the following: 
 

• Provide monitoring, diagnosis and correction of problems that affect system performance. 
 

• Maintain and update system and user documentation including all affected documentation 
included in the AABIS System Operations and Technical Data Package. 

 
• Perform preventative and corrective maintenance for hardware/software. 

 
• Plan and conduct scheduled preventative maintenance testing and inspection. 

 
• Provide maintenance of record report per the Maintenance Plan (MP). 

 
• Provide technical support for MorphoTrak matching system and subsystem components, Pre-

Processor/Post Processor Transaction Manager (P4TM). 
 

• Provide software and hardware warranties for MorphoTrak system and subsystem components 
for the duration of the requirement. 

 
• Maintain spare equipment inventory, projected consumptions, and proposed procurement 

planning and execution to ensure appropriate spare equipment available for maintenance and 
system life cycle support. This includes maintaining the current available spare equipment, 
procuring spare equipment required for maintenance and system life cycle support, and 
maintaining and tracking of all spare equipment. 

 
• Perform and coordinate network and internet connection maintenance to include Very Small 

Aperture Terminal (VSAT) connectivity.  
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For the Period of September 30, 2018, through September 29, 2021 

• Provide maintenance on the available spare parts at the Afghan Ministry of Interior - Biometric 
Center (Mol-BC) to include the repair, kit assembly maintenance, modification, refurbishment, 
test, analysis, and upgrade of parts, assemblies, subassemblies, software, components, or end 
items that require shop facilities, tooling, support equipment, and/or personnel of higher technical 
skills, or processes beyond the capabilities available in the field. 

• The contractor shall provide required maintenance seNices in connection with warranty work and 
training for Afghan Government personnel to conduct all required maintenance seNices in 
connection with warranty work to include coordinating warranty repairs, contacting vendors, 
shipping equipment, providing packing for shipment, coordinating, and tracking repair shipments 
including shipment tracking numbers and vendor documentation. 

The in itial contract amount was $4,274,657 for the period of performance from September 30, 2018, 
through September 29, 2021 . NAVWAR modified the contract twelve (12) times with no change to the 
period of performance and increased the total award amount to $13,136,777. However, the total 
obligated amount at the end of the period of performance was $11,696,473. See the Summary of the 
Contract below. 

Summary of Contract 

Contract Number 

N0003918C0035* 

Original Budget and Period of 
Performance 

Original 
Approved Start Date End Date 
Budget($) 

$4,274,657 9/30/2018 9/29/2021 

* - Indicates the Contract is a close-out. 

Work Performed 

Modified Budget and Period of 
Performance 

No. of 
Modifications 

12 

Final 
Approved 
Budget ($) 

End Date 

$13,136,777 9/29/2021 

Conrad LLP (Conrad) was engaged by the Office of the Special Inspector General for Afghanistan 
Reconstruction (SIGAR) to conduct a financial audit of the Contract, as mentioned above, of Ideal 
Innovations' Special Purpose Financial Statement (SPFS) for revenues received under the Contract 
totaling $11,408,785 and costs incurred under the Contract totaling $11 ,411 ,785 with an outstanding fund 
balance of ($3,000) for the period of performance from September 30, 2018, through September 29, 
2021. 

(Continued) 
- 2 -
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Objectives, Scope, and Methodology 
 
Audit Objectives 
 
The objectives of the audit of the aforementioned Contract include the following: 
 

• Special Purpose Financial Statement (SPFS) – Express an opinion on whether Ideal Innovations’ 
SPFS for the Contract presents fairly, in all material respects, the revenues received, costs 
incurred, items directly procured by the U.S. Government, and balance for the period audited in 
conformity with the terms of the Contract and generally accepted accounting principles or other 
comprehensive basis of accounting. 
 

• Internal Controls – Evaluate and obtain a sufficient understanding of Ideal Innovations’ internal 
controls related to the Contract, assess control risk, and identify and report on significant 
deficiencies including material internal control weaknesses. 
 

• Compliance – Perform tests to determine whether Ideal Innovations complied, in all material 
respects, with the Contract requirements and applicable laws and regulations and identify and 
report on instances of material noncompliance with terms of the Contract and applicable laws and 
regulations, including potential fraud or abuse that may have occurred. 
 

• Corrective Action on Prior Findings and Recommendations – Determine and report on whether 
Ideal Innovation has taken adequate corrective action to address findings and recommendations 
from previous engagements that could have a material effect on the special purpose financial 
statement or other financial data significant to the audit objectives. 

 
In order to accomplish these objectives, we will perform the audit in accordance with Generally Accepted 
Government Auditing Standards (GAGAS), 2018 Revision, as detailed in the Audit Methodology section 
of this Audit Plan. The planned audit procedures may be revised over time based on fieldwork 
observations, documents or information received, and procedures completed throughout the course of 
the audit. 
 
Scope 
 
The audit scope includes activity within the period from September 30, 2018, through September 29, 
2021. Within the period under audit, the total revenues received amount is $11,408,785 and the total 
costs incurred amount is $11,411,785 with an outstanding fund balance of ($3,000). 
 
Audit Methodology 
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In order to accomplish the objectives of this audit, we designed our audit procedures to include the 
following: 
 
Entrance Conference 
 
An entrance conference was held on March 12, 2024, with representatives of Ideal Innovations, Conrad, 
SIGAR, and the DOD participating via conference call. The purpose of the entrance conference was to 
discuss the nature, timing, and extent of audit work to be performed, establish key contacts throughout 
the engagement, and schedule status briefings. We also discussed the timeframe for the completion of 
the audit. 
 
Planning 
 
During our planning phase, we performed the following: 
 

• Obtained an understanding of Ideal Innovations. The scope of our audit includes Ideal 
Innovations’ management and employees, internal and external factors that affected operations, 
accounting policies and procedures. We gained an understanding of Ideal Innovations through 
interviews, observations, and reading policies and procedure manuals. We interviewed top 
management and employees responsible for significant functions and/or programs. In addition, 
we reviewed the following: 
 

o Contract and modifications; 
o Any regulations that were specific to the contract’s requirements, such as Federal 

Acquisition Regulation (FAR) Part 31, Defense Federal Acquisition Regulation 
Supplement (DFARS),; 

o Audited financial statements; and 
o Previous SIGAR and DOD financial audit reports. 

 
• Financial reconciliation – obtained and reviewed all financial reports submitted during the audit 

period and reconciled these reports to the accounting records to ensure all costs were properly 
recorded. 

 
Special Purpose Financial Statement 
 
In reviewing the SPFS, we performed the following: 
 

• Reconciled the costs on the SPFS to the Contract, and the applicable general ledgers; 
 

• Documented procedures associated with controlling funds, including bank accounts and bank 
reconciliations; 
 

• Traced receipt of funds to the accounting records; 
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• Sampled and tested the costs incurred to ensure the costs were allowable, reasonable, and 

allocable to the Contract; 
 

• Reviewed personnel costs to ensure they were supported, authorized, reasonable, and allowable; 
and 
 

• Recalculated the indirect cost using the approved provisional negotiated indirect cost rates to 
ensure that the rate was accurately applied. 

 
Internal Controls Related to the Contract 
 
We reviewed Ideal Innovations’ internal controls related to the Contract to gain an understanding of the 
implemented system of internal control to obtain reasonable assurance of Ideal Innovations’ financial 
reporting function and compliance with applicable laws and regulations. This review was accomplished 
through interviews with management and key personnel, reviewing policies and procedures, and 
identifying key controls within significant transaction cycles and testing those key controls. 
 
Compliance with the Contract Requirements and Applicable Laws and Regulations 
 
We performed tests to determine whether Ideal Innovations complied, in all material respects, with the 
Contract requirements, FAR 31, and any other applicable laws and regulations. We also identified and 
reported on instances of material noncompliance with terms of the Contract and applicable laws and 
regulations, including potential fraud or abuse that may have occurred. 
 
Corrective Action on Prior Findings and Recommendations 
 
We requested prior audit reports from Ideal Innovations and reviewed these reports to determine if there 
were any findings and recommendations that could have a material effect on Ideal Innovations’ SPFS. In 
addition, we also conducted a search online of various governmental websites including SIGAR 
(www.sigar.mil), DOD (www.dod.gov), and other applicable Federal agencies, to identify previous 
engagements that could have a material effect on Ideal Innovations’ SPFS. For those engagements, 
Conrad evaluated the adequacy of corrective actions taken on findings and recommendations that could 
have a material effect on the SPFS. See the Status of Prior Audit Findings section on page 30. 
 
Exit Conference 
 
An exit conference was held on August 19, 2024, via conference call. Participants included 
representatives from Conrad, Ideal Innovations, SIGAR, and DOD. During the exit conference, we 
discussed the preliminary results of the audit and reporting process. 
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Summary of Results 
 
We have summarized the details of these results in the Findings and Questioned Costs subsection below. 
Our summary is intended to present an overview of the audit results and is not intended to be a 
representation of the audit results in their entirety. 
 
Auditor’s Opinion on the SPFS 
 
Conrad issued an unmodified opinion on the fairness of the presentation of the SPFS. 
 
We identified $42,850 in total questioned costs, which comprised of $39,952 in ineligible costs and $2,898 
in unsupported costs. Ineligible costs are explicitly questioned because they are unreasonable, prohibited 
by the Contract’s provisions or applicable laws and regulations, or not related to the Contract. 
Unsupported costs are not supported with adequate documentation or did not have required prior 
approvals or authorizations. 
 
Internal control findings were classified as a deficiency, a significant deficiency, or a material weakness 
based on their impact on Ideal Innovations’ SPFS. In performing our testing, we considered whether the 
information obtained during our testing resulted in either detected or suspected material fraud, waste, or 
abuse, which would be subject to reporting under Government Auditing Standards. In situations in which 
control and compliance findings pertained to the same matter, the findings were consolidated within a 
single finding. 
 
Internal Controls  
 
Our audit identified four (4) internal control findings which are considered to be significant deficiencies. 
See Independent Auditor’s Report on Internal Control on page 17. 
 
Compliance  
 
The results of our testing identified four (4) instances of noncompliance. See the Independent Auditor’s 
Report on Compliance on page 19. 
 
In performing our testing, we considered whether the information obtained during our testing resulted in 
either detected or suspected material fraud, waste, or abuse, which would be subject to reporting under 
Government Auditing Standards. Ideal Innovations did not have any self-disclosed instances of alleged 
fraud. As such, there are no further communications warranting additional consideration. 
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Finding Nature of Ineligible Unsupported Cumulative 
Matter Questioned Number Finding Costs Costs 

Cost 

Non- Indirect Costs Billed 
compliance 

were not Trued up and Internal 
2024-01 

Control-
using the Final $29,081 $ - $ 29,081 

Significant 
Approved Rates. 

Deficiency 

Non- Business Class 
compliance 

Flights were 
and Internal 2024-02 
Control-

Charged to the 10,846 - 39,927 

Significant 
Contract. 

Deficiency 

Non- Lack of Adherence 
compliance 

to Procurement 
and Internal 2024-03 
Control-

Procedures and/or - 2,898 42,825 

Significant Reasonableness 

Deficiency Determination. 

Non-
compliance Unallowable Costs 

2024-04 and Internal were Charged to the 
25 42,850 Control- Contract. -

Significant 
Deficiency 

Total Questioned Costs $39,952 $2,898 $ 42,850 

Review of Prior Findings and Recommendations 

We requested copies of prior audit reports and engagements from Ideal Innovations, SIGAR, and DOD 
pertinent to Ideal Innovations' activities under the contract. We identified three (3) prior audit reports that 

(Continued) 
- 7 -
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could have a material effect on the SPFS or other financial data significant to the audit objectives. 
However, we determined that the reports did not have any findings. 
  
Summary of Ideal Innovations’ Responses to Findings 
 
The following represents a summary of the responses provided by Ideal Innovations to the findings 
identified in this report (the complete responses received can be found in Appendix A to this report): 
 

(1) Finding 2024-01: Ideal Innovations agreed with this finding. 
 

(2) Finding 2024-02: Ideal Innovations disagreed with this finding and noted that discussion and 
informal approval was made by the COR along with the difference in overcharge amount between 
the business class and economy class ticket. 

 
(3) Finding 2024-03: Ideal Innovations disagreed with this finding and noted various reasons as to 

why Ideal Innovations procurement policy was not followed. 
 

(4) Finding 2024-04: Ideal Innovations disagreed with this finding and noted that late fees were 
beyond the control of the employee. 
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INDEPENDENT AUDITOR’S REPORT 

ON THE SPECIAL PURPOSE FINANCIAL STATEMENT 
 
 
Board of Directors 
Ideal Innovations, Inc. 
Arlington, VA 
 
To the Office of the Special Inspector General for Afghanistan Reconstruction (SIGAR) 
2530 Crystal Drive 
Arlington, Virginia 22202 
 
 
Report on the Special Purpose Financial Statement 
 
We have audited the accompanying Special Purpose Financial Statement of Ideal Innovations, 
Inc. and the related notes to the Special Purpose Financial Statement, with respect to the Contract 
No. N0003918C0035 (Contract) awarded by the Department of Defense’s Space and Naval 
Warfare Systems Command in support of the Afghanistan Automated Biometric Identification 
System Maintenance, Operations, and Sustainment Support Services for the Period of September 
30, 2018, through September 29, 2021 
 
In our opinion, the Special Purpose Financial Statement referred to above presents fairly, in all 
material respects, the respective revenue received, costs incurred, and balances for the indicated 
period of September 30, 2018, through September 29, 2021, in accordance with the terms of the 
Contract and requirements provided by the Office of Special Inspector General for Afghanistan 
Reconstruction (SIGAR). 
 
Basis for Opinion 
 
We conducted our audit in accordance with auditing standards generally accepted in the United 
States of America and the standards applicable to financial audits contained in Government 
Auditing Standards, issued by the Controller General of the United States. Our responsibilities 
under those standards are further described in the Auditor’s Responsibilities for the Audit of the 
Special Purpose Financial Statement section of our report. We are required to be independent of 
Ideal Innovations, Inc., and to meet our other ethical responsibilities, in accordance with the 
relevant ethical requirements relating to our audit. We believe that the audit evidence we have 
obtained is sufficient and appropriate to provide a basis for our audit opinion. 
 
Basis of Presentation and Accounting  
 
We draw attention to Note 2 and 3 to the Special Purpose Financial Statement, which describes 
the basis of presentation and the basis of accounting. As described in Note 2 to the Special 
Purpose Financial Statement, the statement is prepared by Ideal Innovations, Inc. on the basis of 
the requirements provided by SIGAR, as well as accrual basis of accounting in accordance with 
accounting principles generally accepted in the United States of America. Our opinion is not 
modified with respect to this matter. 
 
 



 

 
(Continued) 

- 10 - 
 

 
Responsibilities of Management for the Special Purpose Financial Statement 
 
Management is responsible for the preparation and fair presentation of the Special Purpose 
Financial Statement in accordance with the requirements provided by SIGAR. Management is 
also responsible for the design, implementation, and maintenance of internal controls relevant to 
the preparation and fair presentation of the Special Purpose Financial Statement that it is free 
from material misstatement, whether due to fraud or error. 
 
Auditor’s Responsibilities for the Audit of the Special Purpose Financial Statement 
 
Our objectives are to obtain reasonable assurance about whether the Special Purpose Financial 
Statement as a whole is free from material misstatement, whether due to fraud or error, and to 
issue an auditor’s report that includes our opinion. Reasonable assurance is a high level of 
assurance but is not absolute assurance, and therefore is not a guarantee that an audit conducted 
in accordance with generally accepted auditing standards and Government Auditing Standards 
will always detect a material misstatement when it exists. The risk of not detecting a material 
misstatement resulting from fraud is higher than for one resulting from error, as fraud may involve 
collusion, forgery, intentional omissions, misrepresentations, or the override of internal control. 
Misstatements are considered material if there is a substantial likelihood that, individually or in 
the aggregate, they would influence the judgment made by a reasonable user based on the 
financial statements. 
 
In performing an audit in accordance with generally accepted auditing standards and Government 
Auditing Standards, we: 

• Exercise professional judgment and maintain professional skepticism throughout the audit. 

• Identify and assess the risks of material misstatement of the Special Purpose Financial 
Statement, whether due to fraud or error, and design and perform audit procedures 
responsive to those risks. Such procedures include examining, on a test basis, evidence 
regarding the amounts and disclosures in the financial statements. 

• Obtain an understanding of internal control relevant to the audit in order to design audit 
procedures that are appropriate in the circumstances, but not for the purpose of 
expressing an opinion on the effectiveness of Ideal Innovations, Inc.’s internal control. 
Accordingly, no such opinion is expressed. 

• Evaluate the appropriateness of accounting policies used and the reasonableness of 
significant accounting estimates made by management, as well as evaluate the overall 
presentation of the financial statements. 

 
We are required to communicate with those charged with governance regarding, among other 
matters, the planned scope and timing of the audit, significant audit findings, and certain internal 
control-related matters that we identified during the audit. 
 
Other Reporting Required by Government Auditing Standards 
 
In accordance with Government Auditing Standards, we have also issued our reports dated 
October 21, 2024 on our consideration of Ideal Innovations, Inc.’s internal control over financial 
reporting and on our tests of its compliance with certain provisions of laws, regulations, terms of 
the Contract, and other matters. The purpose of these reports is to describe the scope of our 
testing of internal control over financial reporting and compliance, and the results of that testing, 
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and not to provide an opinion on internal control over financial reporting or on compliance. Those 
reports are an integral part of an audit performed in accordance with Government Auditing 
Standards in considering Ideal Innovations, Inc.’s internal control over financial reporting and 
compliance. 
 
Restriction on Use 
 
This report is intended for the information of Ideal Innovations, Inc., the Department of Defense 
(DOD), and the Special Inspector General for Afghanistan Reconstruction (SIGAR) and is not 
intended to be and should not be used by anyone other than these specified parties. The financial 
information in this report may be privileged. The restrictions of 18 U.S.C. 1905 should be 
considered before any information is released to the public. However, subject to applicable laws, 
this report may be released to the United States Congress and the public by SIGAR in order to 
provide information about programs and operations funded with amounts appropriated or 
otherwise made available for the reconstruction of Afghanistan.  
 

 
 
Lake Forest, California 
October 21, 2024



Ideal Innovations, Inc. 
 

Financial Audit of the Special Purpose Financial Statements for 
Contract No. N0003918C0035  

Afghanistan Automated Biometric Identification System Maintenance, Operations, and 
Sustainment Support Services 

 
For the Period of September 30, 2018, through September 29, 2021 

 
Special Purpose Financial Statement 

 

See Notes to the Special Purpose Financial Statement and Notes to Questioned Costs Presented on the Special 
Purpose Financial Statement 

 
- 12 - 

 

 

    Questioned Costs   
  Budget Actual Ineligible Unsupported Total Notes 
Revenues:       

 
Contract No.  
N0003918C0035  $ 11,696,473 $ 11,408,785   $            - $           -  $          -  

Total Revenues $ 11,696,473 $ 11,408,785  $            -              -             -  
 
Costs incurred and Fixed Fee:       
 Labor and Non-Labor $ 10,927,929 $ 10,643,241 $ 39,952 $   2,898 $ 42,850 (A)(B)  
        
 Fee Billed - 730,888 - - -  
 Unbilled Balance Fixed Fee - 37,657 - - -  
        
 Total Fee 768,545 768,545 - - -  
        
Total Costs incurred & Fee $ 11,696,473 $ 11,411,785 $  39,952 $   2,898 $  42,850  
Outstanding fund balance $                  -  $        (3,000)     
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(1) Background 

Ideal Innovations Inc. (Ideal Innovations) provides technology development, consulting, 
and program management services to U.S. government agencies and international 
entities. The company specializes in using technology solutions for defense and security-
related sectors. It offers biometric services, such as facial identification, full life cycle 
services, identity management, access control, automated biometric identification system 
development and support, and other products. Ideal Innovations’ corporate headquarters 
is located in Arlington, Virgina and maintains several work locations throughout the D.C. 
Metro area. Ideal Innovations also has offices in West Virginia, Florida, and Washington 
State, and deploys employees to numerous overseas locations throughout the U.S. 
Central Command, Africa, Europe, and Asia. 
  
The Department of Defense (DOD)’s Space and Naval Warfare Systems Command 
(NAVWAR) awarded Contract No. N0003918C0035 (Contract) to Ideal Innovations, Inc. 
in support of the Afghanistan Automated Biometric Identification System (AABIS) 
Maintenance, Operations, and Sustainment Support Services. The Total Estimated 
Amount (TEA) of this Contract is $13,136,777.  

 
(2)  Basis of Presentation 
 

The accompanying Special Purpose Financial Statement (SPFS) includes costs incurred 
under Contract No. N0003918C0035 for the period from September 30, 2018, through 
September 29, 2021. Because the SPFS presents only a selected portion of the 
operations of Ideal Innovations, Inc., it is not intended to, and does not present the financial 
position, changes in net assets, or cash flows of Ideal Innovations, Inc. The information in 
this SPFS is presented in accordance with the requirements specified by the Office of the 
Special Inspector General for Afghanistan Reconstruction (SIGAR) and is specific to the 
aforementioned Contract. Therefore, some amounts presented in this SPFS may differ 
from amounts presented in, or used in, the preparation of the basic financial statements. 

 
(3)  Basis of Accounting 
 

Expenditures and revenue reported on the SPFS are prepared using the accrual basis of 
accounting in accordance with accounting principles generally accepted in the United 
States of America. 

 
(4)  Foreign Currency Conversion Method 
 

For purposes of preparing the SPFS, in Afghanistan, the Afghani is the functional (local) 
currency. Costs incurred in Afghanistan that are denominated in United States dollars are 
converted into Afghani using the spot rate as of the effective date of the transaction. 
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Conversions of those transactions back into United States dollars for consolidated 
financial reporting purposes are based on the average rate for the month, calculated by 
the accounting system based on the weighted average currency exchange rate of 
transactions recorded in each month. For this reason, differences in the United States 
dollar value of transactions as of the effective date of the transaction and the United States 
dollar value for those transactions in financial reports differ slightly, reflecting differences 
between the spot rate and the average rate for the month. 

 
(5)  Revenue  
 

Revenues presented in the SPFS represent the amounts earned through the AABIS 
program for allowable, eligible costs incurred and fixed fee earned under the Contract 
during the period presented. 

 
(6)  Costs incurred by Budget Category 
 

The budget categories and associated amounts presented reflect the budget line items 
presented within the final, approved contract budget adopted as a component of Contract 
No. N0003918C0035. 

 
(7)  Outstanding Fund Balance    
 

For the period September 30, 2018, through September 29, 2021, Ideal Innovations 
received $11,408,785 in funds from DOD. Expenditures in the same period are 
$11,411,785. The difference of $3,000 is the Outstanding Fund Balance and consists of 
advances received from DOD that have not yet been spent. This Outstanding Fund 
Balance represents the amount of cash on hand as of September 29, 2021, to cover 
expenses in the period beginning September 30, 2021. 

 
(8)  Program Status 
 

The period of performance for the Contract is September 30, 2018, through September 
29, 2021. The program was completed and is currently inactive. 

 
(9)  Subsequent Events 
 

Management has performed an analysis of the activities and transactions subsequent to 
September 30, 2018, through September 29, 2021, period covered by the SPFS. 
Management has performed their analysis through October 21, 2024. 
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(A) Labor 
 
Ideal Innovations reported a total of $8,352,997 in labor for the period of September 30, 
2018, to September 29, 2021.  
 

• We looked at indirect costs as a whole, with five (5) rates across four (4) years 
(2018-2021). Ideal Innovations is required to bill updated rates within 60 days of 
receiving the final rates. Ideal Innovations still did not bill for rate adjustments using 
the final rates within the required time frame. All rates other than the Materials and 
Handling rate resulted in a questioned cost of $39,027. See Finding No. 2024-01 
in the Schedule of Findings and Questioned Costs section of this report. 

 
• The indirect costs associated with questioned costs identified in Labor and 

Subcontract Labor resulted in total ineligible indirect costs of $1,817 and total 
unsupported indirect costs of $454. This resulted in total questioned indirect costs 
of $2,271. 

 
The issues identified above resulted in total Labor and Subcontract Labor questioned 
costs of $41,298. 

 
(B) Non-Labor (Travel, ODC, Materials) 

 
Ideal Innovations reported a total of $2,225,682 in non-labor for the period of September 
30, 2018, to September 29, 2021.  
 
During our audit of these costs, we noted the following: 
 

Travel 
 

• Two (2) instances where Ideal Innovations charged business class flights to 
the Contract without written prior approval from the funding agency. Ideal 
Innovations purchased two (2) business-class seats during the height of 
COVID-19 pandemic for air travel. These instances resulted in total questioned 
costs of $8,750. See Finding No. 2024-02 in the Schedule of Findings and 
Questioned Costs section of this report.  

 
• Eight (8) instances where support showing that a reasonableness check for 

pre-paid cell phone top ups purchased was not provided. Afghanistan has 
telephone providers that provide pre-paid cell phones in the area and Ideal 
Innovations did not obtain quotes or do a market analysis to determine price 
reasonableness in accordance with FAR 31.201-3, Reasonableness. This 
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resulted in questioned costs of $261. See Finding No. 2024-03 in the Schedule 
of Findings and Questioned Costs section of this report. 

 
Other Direct Costs 

 
• Four (4) instances where there was no support showing a competitive price 

analysis was performed in the selection of the vendor used for the repair of an 
HVAC installation, electrical work, refrigerator replacement, and a rental truck 
customs fee. Ideal Innovations did not act in accordance with their procurement 
policy and the requirements for FAR 31.201-3, Reasonableness. This resulted 
in total questioned costs of $2,104. See Finding No. 2024-03 in the Schedule 
of Findings and Questioned Costs section of this report. 

 
• One (1) instance where costs for a penalty fee was charged to the Contract. 

This resulted in a questioned cost of $20. See Finding No. 2024-04 in the 
Schedule of Findings and Questioned Costs section of this report. 

 
Indirect Costs 

 
• We looked at indirect costs as a whole, with five (5) rates across four (4) years 

(2018-2021). Ideal Innovations is required to bill updated rates within 60 days 
of receiving the final rates. Ideal Innovations still did not bill for rate adjustments 
using the final rates within the required time frame. The Materials and Handling 
rate was underbilled by $9,946. See Finding No. 2024-01 in the Schedule of 
Findings and Questioned Costs section of this report. 
 

• The Non-Labor indirect costs associated with the questioned costs identified 
resulted in total ineligible indirect costs of $284 and total unsupported indirect 
costs of $79. This resulted in total questioned indirect costs of $363. 

 
The issues identified above resulted in total non-Labor questioned costs of $1,552. 
 

Total questioned ineligible costs and unsupported costs under Note A and B combined 
are $39,952 and $2,898, respectively. 
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INDEPENDENT AUDITOR’S REPORT ON INTERNAL CONTROL 
 
 
 
Board of Directors 
Ideal Innovations, Inc. 
Arlington, VA 
 
To the Office of the Special Inspector General for Afghanistan Reconstruction (SIGAR) 
2530 Crystal Drive 
Arlington, Virginia 22202 
 
We have audited, the Special Purpose Financial Statement (Statement) and related notes to the 
Statement, in accordance with the auditing standards generally accepted in the United States of 
America and the standards applicable to financial audits contained in Government Auditing 
Standards issued by the Comptroller General of the United States, by Ideal Innovations, Inc. 
under Contract No. N0003918C0035 in support of the Afghanistan Automated Biometric 
Identification System Maintenance, Operations, and Sustainment Support Services for the Period 
of September 30, 2018, through September 29, 2021. We have issued our report thereon dated 
October 21, 2024 with an unmodified opinion.  

 
Internal Control over Financial Reporting 
 
In planning and performing our audit of the Special Purpose Financial Statement for the period of 
September 30, 2018 through September 29, 2021, we considered Ideal Innovations, Inc.’s internal 
control over financial reporting (internal control) to determine the audit procedures that are 
appropriate in the circumstances for the purpose of expressing our opinion on the Special 
Purpose Financial Statement, but not for the purpose of expressing an opinion on the 
effectiveness of Ideal Innovations, Inc.’s internal control. Accordingly, we do not express an 
opinion on the effectiveness of Ideal Innovations, Inc.’s internal control.  
 
A deficiency in internal control exists when the design or operation of a control does not allow 
management or employees, in the normal course of performing their assigned functions, to 
prevent, or detect and correct, misstatements on a timely basis. A material weakness is a 
deficiency, or a combination of deficiencies, in internal control such that there is a reasonable 
possibility that a material misstatement of the entity’s financial statements will not be prevented, 
or detected and corrected, on a timely basis. A significant deficiency is a deficiency, or a 
combination of deficiencies, in internal control that is less severe than a material weakness, yet 
important enough to merit attention by those charged with governance.  
 
Our consideration of internal control was for the limited purpose described in the first paragraph 
of this section and was not designed to identify all deficiencies in internal control that might be 
material weaknesses or significant deficiencies and therefore, material weaknesses or significant 
deficiencies may exist that have not been identified.  
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Given these limitations, during our audit we did not identify any deficiencies in internal control that 
we consider to be material weaknesses. However, material weaknesses may exist that have not 
been identified. We identified four (4) deficiencies in internal control as described in the 
accompanying Schedule of Findings and Questioned Costs. Findings 2024-01, 2024-02, 2024-
03, 2024-04 are considered to be significant deficiencies. 
 
Ideal Innovation, Inc.’s Response to Findings 
 
Ideal Innovations, Inc.’s response to the findings identified in our audit is included verbatim at 
Appendix A. Ideal Innovations, Inc.’s response was not subjected to the auditing procedures 
applied in the audit of the Special Purpose Financial Statement, and accordingly, we express no 
opinion on it. 
 
Purpose of this Report 
 
The purpose of this report is solely to describe the scope of our testing of internal control, and the 
result of that testing, and not to provide an opinion on the effectiveness of Ideal Innovations, Inc.’s 
internal control. This report is an integral part of an audit performed in accordance with 
Government Auditing Standards in considering the entity’s internal control. Accordingly, this 
communication is not suitable for any other purpose.  

Restriction on Use 
 
This report is intended for the information of Ideal Innovations, Inc., the Department of Defense 
(DOD), and the Special Inspector General for Afghanistan Reconstruction (SIGAR) and is not 
intended to be and should not be used by anyone other than these specified parties. The financial 
information in this report may be privileged. The restrictions of 18 U.S.C. 1905, should be 
considered before any information is released to the public. However, subject to applicable laws, 
this report may be released to Congress and to the public by SIGAR in order to provide information 
about programs and operations funded with amounts appropriated or otherwise made available 
for the reconstruction of Afghanistan. 
 

 
 
Lake Forest, California 
October 21, 2024 
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INDEPENDENT AUDITOR’S REPORT ON COMPLIANCE 
 
 
 
Board of Directors 
Ideal Innovations, Inc. 
Arlington, Virginia 
 
To the Office of the Special Inspector General for Afghanistan Reconstruction (SIGAR) 
2530 Crystal Drive 
Arlington, Virginia 22202 
 
We have audited, the Special Purpose Financial Statement (Statement) and related notes to the 
Statement, in accordance with the auditing standards generally accepted in the United States of 
America and the standards applicable to financial audits contained in Government Auditing 
Standards issued by the Comptroller General of the United States, by Ideal Innovations, Inc. 
under Contract No. N0003918C0035 in support of the Afghanistan Automated Biometric 
Identification System Maintenance, Operations, and Sustainment Support Services for the Period 
of September 30, 2018, through September 29, 2021. We have issued our report thereon dated 
October 21, 2024 with an unmodified opinion. 
 
Compliance and Other Matters 
 
As part of obtaining reasonable assurance about whether Ideal Innovations, Inc.’s Special 
Purpose Financial Statement is free from material misstatement, we performed tests of its 
compliance with certain provisions of laws, regulations, and the aforementioned Contract, 
noncompliance with which could have a direct and material effect on the determination of financial 
statement amounts. However, providing an opinion on compliance with those provisions was not 
an objective of our audit, and accordingly, we do not express such an opinion. The results of our 
tests disclosed four (4) instances of noncompliance or other matters that are required to be 
reported under Government Auditing Standards and which are described in the accompanying 
Schedule of Findings and Questioned Costs as Findings 2024-01, 2024-02, 2024-03, and 2024-
04. 
  
Ideal Innovation, Inc.’s Response to Findings 
 
Ideal Innovation, Inc.’s response to the findings identified in our audit is included verbatim at 
Appendix A. Ideal Innovations, Inc.’s response was not subjected to the auditing procedures 
applied in the audit of the Special Purpose Financial Statement, and accordingly, we express no 
opinion on it. 
 
Purpose of this Report 
 
The purpose of this report is solely to describe the scope of our testing of compliance, and the 
results of that testing, and not to provide an opinion on compliance. This report is an integral part 
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of an audit performed in accordance with Government Auditing Standards in considering the 
entity’s compliance. Accordingly, this communication is not suitable for any other purpose. 
 
Restriction on Use 
 
This report is intended for the information of Ideal Innovations, Inc., the Department of Defense 
(DOD), and the Special Inspector General for Afghanistan Reconstruction (SIGAR) and is not 
intended to be and should not be used by anyone other than these specified parties. The financial 
information in this report may be privileged. The restrictions of 18 U.S.C. 1905 should be 
considered before any information is released to the public. However, subject to applicable laws, 
this report may be released to Congress and to the public by SIGAR in order to provide information 
about programs and operations funded with amounts appropriated or otherwise made available 
for the reconstruction of Afghanistan. 
 

 
 
Lake Forest, California 
October 21, 2024 
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For the Period of September 30, 2018, through September 29, 2021 

Schedule of Findings and Questioned Costs 

Finding 2024-01: Indirect costs billed were not trued up using the final approved rates 

Nature of Finding: Internal Control - Significant Deficiency and Non-Compliance 

Condition: During our testing to determine the allowability of the indirect costs incurred, we noted that 
indirect costs were incorrectly billed to the contract. Ideal Innovations billed under the contract for indirect 
costs using provisional indirect rates. Ideal Innovations received the final approved indirect cost rates for 
FY 2018, 2019, 2020, and 2021 on 1/10/2020, 2/22/2021 , 11/1/2021, and 11/16/2022 respectively. Per 
FAR 52, Ideal Innovations is required to update billings with final rates within 120 days after settlement 
of the final annual indirect cost rates for all years of this physically complete contract. Ideal Innovations 
did not update billings to reflect the final indirect cost rates within 120 days of receiving each of the final 
approved rates during each contract year, resulting in an overcharge to the contract over the course of 
four (4) years. 

Cost Category 

Labor 
Fringe - CONUS 
Frinae - OCONUS 
Overhead 
G&A Exoenses 

Total Labor 

Non-Labor 
Materials and Handling 

Total Non-Labor 

Total 

This resulted in ineligible costs of $29,081. 

Criteria: 

Overbilled/ 
(U nderbilled) 

$ 1,690 
91,296 

952 
( 54 911) 
$39,027 

$ (9 946) 
$ (9 946) 

$ 29 081 

Ideal Innovation, lnc.'s Government Contract Accounting Manual, "Policy", states in part: 

"It is the policy of Ideal Innovations to maintain accounting and financial records that are 
responsive to the Federal government requirements as it evolves. The external requirements 
include being compliant with prevailing generally accepted accounting principles (GAAP), and 
FAR and DFAR requirements set forth in the various requirements imposed on Ideal Innovations 
as it accepts Federal awards" 

- 21 -
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FAR 52.216-7(d)(5), Final Indirect Cost Rates, states: 
 

"Within 120 days (or longer period if approved in writing by the Contracting Officer) after 
settlement of the final annual indirect cost rates for all years of a physically complete contract, the 
Contractor shall submit a completion invoice or voucher to reflect the settled amounts and rates. 
The completion invoice or voucher shall include settled subcontract amounts and rates. The 
prime contractor is responsible for settling subcontractor amounts and rates included in the 
completion invoice or voucher and providing status of subcontractor audits to the contracting 
officer upon request.” 
 

Cause: Ideal Innovations was unaware of this FAR 52 requirement. Ideal Innovations’ intent was to 
submit the close out invoice/final voucher and close out related documents once the SIGAR audit had 
been completed. 
 
Effect: Ideal Innovations’ failure to update billings with final rates within 120 days resulted in the U.S. 
government being overbilled for costs for a prolonged period.  
 
Questioned Costs: We identified $29,081 in total ineligible costs. Ideal Innovations issued a refund for 
the overbilled indirect costs in the amount of $29,081 on 8/15/2024. 
 
Recommendation: 
 

1) We recommend that Ideal Innovations develop and implement a policy that ensures indirect costs 
are updated and adjusted in billings to the government within 120 days of the settlement of the 
final annual indirect cost rates for all years of a physically complete contract. 
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Finding 2024-02: Business class flights were charged to the contract 
 
Nature of Finding: Internal Control – Significant Deficiency and Non-Compliance  
 
Condition: Conrad tested 29 transactions out of 308 transactions for the Travel cost category to 
determine whether incurred costs were reasonable, allowable, and allocable.  
 
Based on our testing, we noted two (2) instances where Ideal Innovations’ employees charged business 
class airfares to the contract without written prior approval from the funding agency. The flights were for 
an employee’s emergency leave and for an employee evacuating Afghanistan in the summer of 2020 
due to the COVID-19 pandemic. Due to the urgency of the situation and the lack of availability of economy 
class seats, Ideal Innovations purchased business class options to achieve the goal of getting personnel 
out of the country. Ideal Innovations was unable to provide documentation to show that economy class 
options were unavailable at the time of booking. Ideal Innovations also did not provide evidence that the 
funding agency approved these business class flights. These instances resulted in questioned costs of 
$8,750. 
 
Criteria:  
 
Ideal Innovation, Inc.’s Travel Policy, Section 3 “Airline Reservations”, states in part: 
 

“Only coach class/economy seats will be purchased.  Any upgrade received increasing the cost 
of the ticket shall be at the traveler’s expense and shall not be reimbursed…” 

 
FAR 31.205-46(b), “Travel costs”, states:  
 

“Airfare costs in excess of the lowest priced airfare available to the contractor during normal 
business hours are unallowable except when such accommodations require circuitous routing, 
require travel during unreasonable hours, excessively prolong travel, result in increased cost that 
would offset transportation savings, are not reasonably adequate for the physical or medical 
needs of the traveler, or are not reasonably available to meet mission requirements. However, in 
order for airfare costs in excess of the above airfare to be allowable, the applicable condition(s) 
set forth above must be documented and justified.”  

 
Contract, Section H – Special Contract Requirements, states in part:  
 

“(a) Contractor Request and Government Approval of Travel 
 
Any travel under this contract must be specifically requested in writing, by the contractor prior to 
incurring any travel costs… 
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…H-TXT-23. REIMBURSEMENT OF TRAVEL COSTS  
(2) The contractor agrees, in the performance of necessary travel, to use the lowest cost mode 
commensurate with the requirements of the mission and in accordance with good traffic 
management principles. When it is necessary to use air or rail travel, the contractor agrees to use 
coach, tourist class or similar accommodations to the extent consistent with the successful and 
economical accomplishment of the mission for which the travel is being performed. 
Documentation must be provided to substantiate non-availability of coach or tourist if business or 
first class is proposed to accomplish travel requirements.” 

 
Cause: Ideal Innovations lacked a travel policy for emergency evacuation to 1) obtain approval on 
business class flights from the funding agency, and 2) provide evidence to demonstrate economy class 
seats were unavailable.  
 
Effect: Ideal Innovations’ lack of adherence to federal travel regulation requirements resulted in the U.S. 
government being overcharged for airfare. 
 
Questioned Costs: We identified $8,750 in ineligible costs, $1,813 in labor indirect costs, and $283 in 
non-labor indirect costs, which resulted in $10,846 in total questioned costs. 
 
Recommendation: 
 

1) We recommend that Ideal Innovations provide support to demonstrate the costs incurred were 
allowed or return the questioned costs of $10,846. 
 

2) We recommend that Ideal Innovations develop and implement a policy to ensure when special 
circumstances arise, to request approval from the funding agency to purchase business class 
seats, document the approval, and to provide documentation of the absence of economy class 
options.  
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Finding 2024-03: Lack of Adherence to Procurement Procedures and/or Reasonableness 
Determination 
 
Nature of Finding: Internal Control – Significant Deficiency and Non-Compliance  
 
Condition: Conrad tested 29 transactions out of 308 transactions for Travel costs  and 44 transactions 
out of 424 transactions for other direct costs category to determine whether the incurred costs were 
reasonable, allowable, and allocable, we noted the following twelve (12) instances where Ideal 
Innovations did not perform procurement procedures or reasonableness check on goods and services 
purchased as required per the procurement policy or FAR requirements: 
 

• Eight (8) instances where support was not provided showing that a reasonableness check for pre-
paid cell phone top ups for local nationals’ cellular phones purchased. Afghanistan has telephone 
providers that provide pre-paid cell phones in the area and Ideal Innovations did not obtain quotes 
or do a market analysis to determine price reasonableness in accordance with FAR 31.201-3, 
Reasonableness. This resulted in questioned costs of $261. 
 

• Four (4) instances where there was no support to demonstrate competitive analysis was 
performed in the selection of the vendor used for repair of an HVAC installation, electrical work, 
refrigerator replacement, and a rental truck. Ideal Innovations did not act in accordance with their 
procurement policy. Ideal Innovations stated that these vendors were either a preferred vendor 
or the only vendor they could use during that time. However, sole source justification was not 
provided. This resulted in total questioned costs of $2,104. 

 
These instances resulted in questioned costs of $2,365. 
 
Criteria:  
 
Ideal Innovation Inc.’s Procurement SOP Guidebook, states the following: 
 

“The procurement system is the electronic system used by Ideal Innovations to capture pertinent 
information associated with a requisition and as a document capture system. All items over $75.00 
must be entered into Ideal Innovations procurement system for both Direct and Indirect requests.” 

 
Ideal Innovation Inc.’s Procurement SOP Guidebook, states the following: 
 

“Sole Source is when the vendor is the only source from which particular goods or services can 
be purchased. Sole Source transactions occur when similar types of products/services may exist, 
but the item requested, for reasons of standardization, quality, compatibility with existing 
equipment, specifications, technical features, expertise and etc., is the only brand acceptable to 



Ideal Innovations, Inc. 
 

Financial Audit of the Special Purpose Financial Statements for 
Contract No. N0003918C0035  

Afghanistan Automated Biometric Identification System Maintenance, Operations, and 
Sustainment Support Services 

 
For the Period of September 30, 2018, through September 29, 2021 

 
Schedule of Findings and Questioned Costs (Continued) 

 

 
(Continued) 

- 26 - 
 

 

the requester or Ideal Innovations. The Procurement Department must verify that the vendor is in 
fact the only provider for the requested goods/services.  
Sole Source Justification form (See figure 1.2) must accompany the purchase request..” 

 
FAR 31.201-3, Determining reasonableness, states: 
 

“(a) A cost is reasonable if, in its nature and amount, it does not exceed that which would be 
incurred by a prudent person in the conduct of competitive business. Reasonableness of specific 
costs must be examined with particular care in connection with firms or their separate divisions 
that may not be subject to effective competitive restraints. No presumption of 
reasonableness shall be attached to the incurrence of costs by a contractor. If an initial review of 
the facts results in a challenge of a specific cost by the contracting officer or the contracting 
officer’s representative, the burden of proof shall be upon the contractor to establish that such 
cost is reasonable. 
 
(b) What is reasonable depends upon a variety of considerations and circumstances, including- 

(1) Whether it is the type of cost generally recognized as ordinary and necessary for the 
conduct of the contractor’s business or the contract performance; 
(2) Generally accepted sound business practices, arm’s-length bargaining, and Federal 
and State laws and regulations; 
(3) The contractor’s responsibilities to the Government, other customers, the owners of 
the business, employees, and the public at large; and 
(4) Any significant deviations from the contractor’s established practices.” 

 
Cause: Ideal Innovations’ procurement policy did not require a check for price reasonableness for items 
under $75 in compliance with FAR 31.201-3. In addition, Ideal Innovations did not properly follow its 
procurement policy on sole source vendors due to lack of management oversight, in particular the 
accounting department did not properly review these transactions against its procurement policy to 
ensure the requirements were followed.   
 
Effect: Lack of adherence to procurement policy may have increased the risk for non-competitive 
purchases, which risks fraud, waste, and abuse and may have resulted in the U.S. government 
overpaying for goods and services. 
 
Questioned Costs: We identified $2,365 in unsupported costs, $454 in labor indirect costs, and $79 in 
non-labor indirect costs, which resulted in $2,898 in total questioned costs. 
 
Recommendation: 
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1) We recommend that Ideal Innovations provide sufficient procurement documentation for the 
transactions or return the questioned costs of $2,898. 

 
2) We recommend that Ideal Innovations implement additional policies and procedures to ensure 

small purchases under $75 require, to the maximum extent practical, a price reasonableness 
check is performed, and evidence is maintained. 
 

3) We recommend that Ideal Innovations develop additional policies and procedures that require 
management and its accounting office to ensure compliance with its sole source requirements.  
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Finding 2024-04: Unallowable Costs Charged to the Contract 
 
Nature of Finding: Internal Control – Significant Deficiency and Non-Compliance  
 
Condition: Conrad tested 44 transactions out of 424 transactions in Other Direct Costs category to 
determine whether incurred costs were reasonable, allowable, and allocable. We noted one instance 
where a penalty imposed on visa being issued late was charged in the amount of $20. The visa fee was 
incurred in May 2020 during the height of the COVID-19 pandemic when the visa office in Afghanistan 
was closed for weeks. Ideal Innovations stated that when the employee was able to request the visa, the 
penalty fee was still imposed despite the closure. This instance resulted in questioned costs of $20. 
 
Criteria:  
 
Ideal Innovation, Inc.’s Government Contract Accounting Manual, “Policy”, states in part: 
 

“It is the policy of Ideal Innovations to maintain accounting and financial records that are 
responsive to the Federal government requirements as it evolves. The external requirements 
include being compliant with prevailing generally accepted accounting principles (GAAP), and 
FAR and DFAR requirements set forth in the various requirements imposed on Ideal Innovations 
as it accepts Federal awards” 

 
FAR 31.205-15, Fines, penalties, and mischarging costs, states:  
 

“(a) Costs of fines and penalties resulting from violations of, or failure of the contractor to comply 
with, Federal, State, local, or foreign laws and regulations, are unallowable except when incurred 
as a result of compliance with specific terms and conditions of the contract or written instructions 
from the contracting officer. 
 
(b) Costs incurred in connection with, or related to, the mischarging of costs on Government 
contracts are unallowable when the costs are caused by, or result from, alteration or destruction 
of records, or other false or improper charging or recording of costs. Such costs include those 
incurred to measure or otherwise determine the magnitude of the improper charging, 
and costs incurred to remedy or correct the mischarging, such as costs to rescreen and 
reconstruct records.” 

 
FAR 31.201-6(a), Accounting for unallowable costs, states in part:  
 

“Costs that are expressly unallowable or mutually agreed to be unallowable, including mutually 
agreed to be unallowable directly associated costs, shall be identified and excluded from any 
billing, claim, or proposal applicable to a Government contract…” 
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Cause: Ideal Innovations did not adhere to its Government Contract Accounting Manual which required 
adherence to FAR regulations. Ideal Innovations did not request approval from the funding agency on 
unallowable expenses, such as late visa fee, during the special circumstance or situation. 
 
Effect: Ideal Innovations’ lack of adherence to their policies and procedures, and Federal regulation 
requirements resulted in ineligible costs being charged. 
 
Questioned Costs: We identified $20 in ineligible costs, $4 in Labor indirect costs, and $1 in non-Labor 
indirect costs, which resulted in $25 in total questioned costs. 
 
Recommendation:  
 

1) We recommend that Ideal Innovations provide support to demonstrate that the costs in question 
were allowed or return the questioned costs of $25. 
 

2) We recommend that Ideal Innovations develop policy and procedures to ensure approval from 
the funding agency is obtained on any unallowable expenses, such as late visa fees, that are 
unavoidable during special circumstances and situations.
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We requested prior audit reports, evaluations, and reviews from Ideal Innovations, SIGAR, and DOD 
pertaining to Contract activities under this audit. We identified three (3) prior audit reports that could have 
a material effect on the SPFS or other financial data significant to the audit objectives. However, we 
determined that the reports did not have any findings.  
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IDEAL 
INNOVATIONS 
INCORPORATED 

1-3 makes every effort to actuahzl!' lndirecl ra1es In Its billings as soon as 11ctual rdtes are knowr, and 
bllllng for the adjustment is feijsiblc. At contract close outs, Onal ad)11strnen1s are made, if I here are any 
residual adjuslmel\ts requ,re(I. 

Under Contract No. N0003918C0035 POP: 9/29/18 - 9/30/21 

• 2018 indirect rates were 1rued 1up in RIiiing 110007 (April 2019 Billing) 

• 2019 Indirect rates were trued tup In Bllnng 110021 (Julle W20 BIiiing} 

• 2020 Indirect rates were trued tup In BIiiing 110031 (Aprll 2021 Blllhlg) 

Whrle t rue ups were made for cune1, t aclive CUNS wi1hln the 120 days, 1-3 did not mie up rates on 
previous options and inactive t UNS, 1·3 planned to settle ttie incomplete refunt1 ($291() at the same 
time as Lhe bilmng of the unbilled fixed fee balance ($l4K) ar contract close out, 

1-3 refunded the Goveroment $29,081 bV sending funds to DFAS on 8/15/2024 ,111cJ has svhmil led a 
sepatate voucher for the balance of the fb(ed fee on the conuact, 

1·3 will ensure future t rue ups to final rates are completed within 110 days of receiving linal a11proved 
rates. 

Finding f/2024-02 Business Class Flights were charged to the contract: $10,086 

summary Response 112024-J.l.2: 

During the height of Covkf.19 and the mandated evacuallon of U.S. con1tac.to1 perso1111el batk to the 
U.S., U.S. Carrie~ suspended ope1-atfoM and foreign carrier fl(ghrs from Kabul were li1111t11d to one a 
week and disappearing fast. Pressured to comply with Govornmont direction, eosurlng the safety of lts 
employees, and ,eeuti!lg a seat, 1·3 booked the only remaining airfare class with available seaats, 
"Business Class •as there were no economy doss seats available. While it was discu55ed with the COR, 
,md the COR approved the lravel and price, written approval for specific U$e or•ausines.s Class~ versus 
Economy Cla$S was nol secured, Business Class wes $4,581 per ticket versus $2,295 for Economy Class. 
TIie additional cost of 8us1ness over Ecoriomy Class was $2,286 per ticket or$ 4,572 total before lndlrett 
00~1 alk>c.atlo11, COnrad lists the full price of the 2 tfckets plus Indirect allocation !Jurden as questlonned 
CO.SL 

Derailed Response 112024•02; 

The need 10 evacuate U.S. contracto~ from Afghamstan in the summer or 2020 took place during the 
height or Cov!d-19 U.S. Cai liers suspended International operatiom and optlo11s to fly from Afghanisran 
to the u.s. ot1 an American carrier C\lilse:d to e~lst. 

On 9 June 2020, 1-3 personnel were notified by the US. EmbaSl>'(, via hat Q,ltar 
Alrways would begin operating ad-hoc flights out of Kabul, Afghanistan, ,vhich were provided. However. 
U1ese were not routinely scheduled fllghts There was, on avernne, one flighl per week, 

0,1 12 June 2020, the COR requested a demobiltnition plan 10 have all U.S. N~tionals out of l\fghanlstan 
by 1 August 2020. with ■ being the first to leave given his hieh"rlsk health status, the COVID 
situation 111 Afghanistan, and lack of rnedic.il services to support contractor personnel diagnosed with 
COVID {see COR Email). 

(Continued) 
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IDEAL 
INNOVATIONS 
INCORPORATED 

1-3 worked closely w,th our 1,a11el agent'.y to secure ticket~ ror the 13 June 2020 fligh t, but it was sold 
out. As flights were added, they quickly fllled up. We did not know when fligh ts would occur and/01 if 
the airline would tonttn11e adding fllghu. When a new flight was ado ell for 20 June 2020, we tried to 
11un;hase an Economy Class ticket The Economy Class, which was listed at $1,295, was sold out. We 
internolly reviewed the cost of the next highest option, Business Clatl. In the time it took us to consider 
that optlor,, the cost of Business Class Increased by $400 d11P- to e,ctreme demand and low availability 
The Business Class optlon at the time of inC1'ease was offered at $11,581. 

To lock in the llmited avall~billty, 1·3 decided to 1>urrhase the llusinP.s.~ Class option to achieve the 
mandated goal or gelUng contractor personnel out of Afghanistan. T1me was of the essence. This was 
done through close phone communication with our travel agent 

The three option~ In lheJoinl Travel Regulations to consider before purchasing Bu~iness Cla~ were not 
possible in this situatio11. (11 traveling a day earlier (2) arranging rout ing with a layover (3) using 
premium economy. 

JTR: Cllapter i, Page 'I: The night length alone is insufficient iustification to au1horlze or approve 
business-class travel. The AO must first consider using Ptonomy or coach-class tar"I! arid scl\edulln11 the 
traveler to ,mlve the day before TOY be{lh1s to allow appropriate resl. The second choice ts to use 
economy or mach--class fare and arrange a rest stop, prefer~bly ;rt a n<M:Dst point allowed by the airline 
with the traveler scheduled to arrive on the day TOY rtam. The third choice Is \0 use premlu111 er.onomy 
acoommod?tions when sClheduled flight t ime eicceeds eight hours ijnd travel is to, from, or between 
foreign and non•forei&n QC.ONUS locations. The last option 1s to use Business Class accommodations 
with a sc~edull¾d arrival on the tlay TOV starts. 

On June 15, 2020, the Government provided approv;il to 1·3 for ergency lea\/1? 
with an estimated coo;t of $4,581. l\llhough specific approval for Business Classwas not given, It is 
definitely Implied given that the COR approved the cost of Rt1sine5s Clt1ss Hight 
when the Economy class Fare was $2,295 as cited above. Addltionallv, there were telephone 
conversations wi th COR regarding the flight avallablllly and the option of using 8usr11e$$ Class- -
- ,ad already beeo JPIJfOVed to depart first as part of demobilrzation plan. The price of his ticket 
was $4,172.18. 

1·3 will develop an emergency e\lilcualion r,ollev aod Oocument conversatlo11, with Government officials 
when special circumstances arlse. 

Finding #2024•03 tack of Adherence to Procurement Procedure and/or 
reasonableness determination: $2,898 

1. 8 Instances of cellyl~r phone minutes purchase- No reasonableness check conducted $261 

1·3 paid lor the top up of cell minutes for Its loc;il Nationals' cellular phones. The 8 instances qvestlooetl 
(6 Instances al $25.95 and 2 instances at $51.90) o<:curred du1lr1t th~ summer of 2021 when the Taliban 
was taking 01Jer Afghanistan, and Kabul specifically. U.S. rorceswere leaving Afghanistan. CeOular 
phone contact was essential to enable constaflt co,11act between local nationals, offlclals, and 1-3. 
Cellular phones were the only way lo stay In contact $lnoe 10,al n~tionals did not have ;ica?ss to land 
lines or computers outside ohhe Afghan Ministry of Interior (MOI) Office. At that tfrne, no 1-3 V..S. 
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IDEAL 
INNOVATIONS 
INCORPORATED 

Nationals were i11 country. local Nationals and non Taliban officlals were In charge of the whole AABIS 
opera lions Inside the MOI in Kabul, Afghanistan. 

• We purchased cards of a Cl!rtiin value (amount or minutes) to .idd value so we think competition 
would not make any diffe,encc. 

• 4 lnstances of the above were for top up mirautes through the i,rovtder Roshan, and 4 Instance~ with 
the provider Afghan Wireless. Accordlng to Wiki1>edia (below) these are 6 telephone providers with 
varying degrees of co111rol by the Afghan government. Roshan and Afghan Wireless are listed below 
and receipts were provided previously. 

w e are nappy to report all loc:al Natfonals and their family were rnccessfully evacuated out of 
AfghanisL.rn by 18 September 2021. 

Oelow is an excerpt from Uie Government issued CONTRACTOR PERFORMANCE ASSESSMENT REPORT 
(CPAR} for the period 09/29/2020- CYi/28/2021: 

We can al5o ~ay that local operations were successfuRy closed before the Taliban took over. Below is 
anothe1 eMterl)t from the Go11ernment Jswed CPAR for the period 09/2SJ/2020 • 09/28/2021. 
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IDEAL 
INNOVATIONS 
INCORPORATED 

rhank you for giving us the opportunity to address your r~port ,:ind WI! hope SIGAR and DOD 
will take our comments into consideration. 

Best, 

President/ CFO 
Ideal Innovations lncorpor;i ted 

Cc: Jason Baek 
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Ideal Innovations, Inc. (Ideal Innovations) disagreed with the questioned costs for Finding 2024-02, 
Finding 2024-03 and Finding 2024-04; and agreed with the questioned costs for Finding 2024-01. 
Auditor’s rebuttal to Ideal Innovation’s responses received related to the audit findings identified in this 
report are presented below: 
 

(1) Finding 2024-01: 
 

Ideal Innovations acknowledged the issue identified in Finding No. 2024-01 where Indirect Costs 
Billed were not trued up within 120 days of the Final Approved Rates. Ideal Innovations has since 
refunded the Government for the questioned cost amount under this finding. 
 
Auditor’s Rebuttal: 
Based on Ideal Innovation’s management response, Conrad concludes that Ideal Innovations 
concurred with the finding. As such, no rebuttal is deemed necessary. 
 

(2) Finding 2024-02: 
 
Ideal Innovations did not agree with the issue identified for Travel in Finding No. 2024-02 where 
Ideal Innovations charged business class airfare to the Program. Ideal Innovations’ purchased 
business class flights for employees leaving Afghanistan during the height of the COVID-19 
pandemic. Ideal Innovations stated that due to the pressure to comply with the Governments 
direction, flights were scarce, and the only remaining airfare class available was business class 
as no economy seats remained. Ideal Innovations noted that there was discussion and approval 
with the COR, but no written approval was provided regarding the use of the business class flights. 
In addition, Ideal Innovations stated the business class ticket was $4,581 per ticket versus $2,295 
for economy class, resulting in $4,572 in as the difference in price for both tickets. 
 
Auditor’s Rebuttal: 
Ideal Innovations did not obtain sufficient approval from the funding agency prior to charging 
ineligible costs to the Program. We did receive support for approval from the funding agency for 
both flights, however, the request and approval did not specifically state the employee will be 
flying and charging for business class flights.  
 
We did not receive support from Ideal Innovations showing a net overcharge of $4,572 for both 
tickets as the difference between a business flight ticket of $4,581 and an economy class flight of 
$2,295. There was no support showing the initial price of the economy class to determine the 
calculation for an overcharge. 

 
As such, our finding and recommendations remained unchanged. 
 

(3) Finding 2024-03: 
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Ideal Innovations did not agree with the issues identified in Finding No. 2024-03 where Ideal 
Innovations lacked adherence to Procurement Procedures and/or reasonableness determination.  
 
In eight (8) instances of cell phone minutes purchased, no reasonableness check was conducted. 
Ideal Innovations stated that competition for the purchase of top up cards would not make a 
difference and that the minutes were purchased for two (2) out of six (6) telephone providers in 
Afghanistan. 
 
There were also four (4) instances where there was no support demonstrating that competitive 
analysis was conducted, or sole source justification provided.  
 

1) Ideal Innovations stated that there was no advertised cost from Afghan Customs for 
the customs fees of the rental truck so the cost was not known until the equipment 
arrived therefore it could not have been reviewed through a competitive analysis.  

 
2) Informal quotes were gathered via phone call for a repair of an HVAC but was not 

documented. Ideal Innovations stated that the repair was essential and could have 
cost the U.S. Government between three and five million dollars. 

 
3) For the cost of the replacement of an office refrigerator, Ideal Innovations stated that 

three quotes were not gathered due to the limited supply of refrigerators in the country. 
 

4) The selection of the electrical services of a vendor to install a socket before being 
shipped out to Afghanistan are noted by Ideal Innovations to be reasonable. Ideal 
Innovations stated that the vendor has been used for several different projects over 
the years and is a reliable vendor therefore meeting the required burden of proof. 

 
Auditor’s Rebuttal: 
Ideal Innovation’s Procurement SOP Guidebook states all items over $75 must be entered into 
Ideal Innovations procurement system and that if the vendor falls under a sole source transaction, 
that the procurement department must verify it.  
 
In the eight (8) instances for the top up cards, multiple cards were purchased from the same 
vendor which exceeded Ideal Innovation’s purchase threshold of $75. For these instances, Ideal 
Innovations did not provide documentation of market pricing nor three (3) written quotations to 
support competitive bidding as required per their policy. 
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For the remaining four (4) instances, the purchases were above the $75 threshold and fell under 
the requirement to be entered into the procurement system by Ideal Innovations. Ideal Innovations 
failed to provide applicable written quotations and/or sole source justification documentation.  
 
As such, our finding and recommendations remained unchanged. 

 
(4) Finding 2024-04: 

 
Ideal Innovations did not agree with the issue identified for in Finding No. 2024-04. Ideal 
Innovations charged an unallowable late visa fee to the contract and stated that this happened 
because the visa office in Afghanistan was closed for weeks during the pandemic, resulting in an 
imposed late fee of $20 which was beyond the control of the employee. 
 
Auditor’s Rebuttal: 
There was a lack of adherence to Ideal Innovations policies and procedures along with Federal 
regulation requirements which resulted in ineligible costs being charged. 

 
As such, our finding and recommendations remained unchanged. 

 



SIGAR's Mission 

Obtaining Copies of SIGAR 
Reports and Testimonies 

To Report Fraud, Waste, and 
Abuse in Afghanistan 

Reconstruction Programs 

SIGAR's Mission 

The mission of the Special Inspector General for Afghanistan 
Reconstruction (SIGAR) is to enhance oversight of programs for the 
reconstruction of Afghanistan by conduct ing independent and Objective 

audits. inspections. and investigations on the use of taxpayer dollars 
and related funds. SIGAR works to provide accurate and balanced 

informat ion. evaluations. analysis. and recommendations to help t he 
U.S. Congress. U.S. agencies. and other decision-makers to make 
informed oversight. policy, and funding decisions to: 

• improve effectiveness of the overall reconstruct ion strategy 
and its component programs: 

• improve management and accountability over f unds 
administered by U.S. and Afghan agencies and their 

contractors: 

• improve cont racting and cont ract management processes: 

• prevent fraud. waste. and abuse: and 

• advance U.S. interests in reconstructing Afghanistan. 

To obtain copies of SIGAR documents at no cost. go to SIGAR's Web site 
(www.sigar.mil). SIGAR posts all publicly released reports. test imonies. 
and correspondence on its Web site. 

To help prevent fraud. waste. and abuse by reporting allegations of fraud. 
waste. abuse. mismanagement. and reprisal. contact SIGAR's hotline: 

• Web: www.sigar.mil/fraud 

• Email: sigar.pentagon.inv.mbx.hotline@mail.mil 

• Phone International: +1-866-329-8893 

• Phone DSN Internat ional: 312-664-0378 

• U.S. fax: +1-703-601-4065 

Public Affairs Officer 

• Phone: 703-545-597 4 

• Email: sigar.pentagon.ccr.mbx.public-affairs@mail.mil 

• Mail: SIGAR Public Affairs 
2530 Crystal Drive 
Arlington. VA 22202 




